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Foreword

It is always a relief when the information you need to address a problem 
arrives just in time. So it is with the timely publication of this book. The UK 
government has embarked on one of the world's most challenging IT 
projects -  The National Programme for Information Technology -  which 
will transform the delivery of healthcare across the National Health Service. 
Through the programme, patients will have a life-long electronic health record 
accessible from healthcare centres across the country and ultimately their 
own homes. The days of lost patient notes, repeated laboratory tests and 
unknown medication should become a thing of the past.

With these changes will come significant opportunities and challenges for 
the way we handle medical records. We must ensure that the safeguards are 
in place to protect patient confidentiality and that when we need to use 
medical information for purposes not directly related to an individual's own 
medical care, such as health service planning, performance monitoring and 
research, it is undertaken in a transparent and appropriate way.

This book provides the background and practical guide for all those of us 
who face these challenges. Written by a lawyer and a clinical informatician, it 
provides the fusion between the legal issues and the practical clinical ones. 
There are clear explanations of the current legal framework of the Data 
Protection and Freedom of Information Acts and the effects of Section 60 of 
the Health and Social Care Bill. These are set in the context of real-world 
applications; for example, there is guidance for those who need to develop 
consent forms for research or respond to requests from the public for 
healthcare information and there is extensive coverage of the rights of the 
patient who wishes to access their own records.

Several of the more complex issues that have a significant impact on policy 
are also dealt with in depth. A chapter is devoted to the complexities of 
anonymising data, how this might be implemented, the benefits that can be 
achieved and challenges arising from pseudonymisation. There is informa­
tion for those involved in medical research and what they must do to 
guarantee that patients' rights are protected when they request or use clinical 
information. The background to 'consent' and the impact that implied and 
explicit consent can have on the way records are collected and used is 
particularly well covered.

This book has many audiences, all of whom will gain from the easily 
accessible information within it. Caldicott guardians, research ethics committee
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members, and all those researchers and clinicians who need to analyse 
patient information will have a particular need for this handbook. Patients 
and the public should use it to understand how their healthcare information 
is protected and used. Its arrival could not have come at a better time.

Sir John Pattison
Former Director of Research, Analysis and Information

Department of Health
March 2004
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Chapter 1

Introduction

Protecting the privacy of patient information is a major challenge facing the 
health sector. Today's patients expect, and are entitled by law to receive, 
a high standard of medical privacy. Given the complexity and function of the 
health system, however, it can be difficult to meet this expectation.

Healthcare is an information-rich activity, in that it involves the collection, 
use and disclosure of large quantities of sensitive personal data. Such 
information is not only required by health professionals directly involved 
in patient treatment, but also the many groups who indirectly contribute to 
the delivery of quality healthcare. Administrators, policy makers, researchers, 
educators, public health bodies and auditors are just some of the groups that 
require access to patient data to ensure that high quality, cost-effective 
medical treatment is delivered in a timely and appropriate manner. Making 
this information available, without compromising patients' rights, is a com­
plex task.

How have health privacy rights evolved?
The right to personal privacy is not a new concept. It has been recognised for 
many years, and was even included in the 1948 United Nations Universal 
Declaration of Human Rights.1 Initially, however, the right to privacy was 
more concerned with protecting people from unwanted intrusions into their 
personal lives, rather than inappropriate disclosures of their personal data.

As information came to play a larger role in society, this focus began to 
shift. The increased use of computers in the 1970s and 1980s brought new 
opportunities to store and analyse large volumes of data, and prompted 
interest in individuals' right to control the use and dissemination of their 
personal information, a right often referred to as 'informational privacy'.2 
In light of the circumstances that caused this type of privacy to be 
recognised, in the UK protection was originally limited to data that
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were stored electronically.* As many medical records still were stored 
in paper files, this development had only a limited effect on patient data 
privacy.

In many countries, various disease- or condition-specific privacy acts also 
provided some assurance of privacy,** although these acts had only a fairly 
limited impact on the overall level of protection of patient data. This was 
partly because the special protection was only extended to information 
relating to a limited number of conditions, usually those considered par­
ticularly sensitive or potentially damaging to a patient's reputation, such as 
mental illness or sexually transmitted disease. In many cases, protecting 
patients' privacy was also not the sole, or even major, concern of these 
disease-specific acts, with mandatory reporting obligations often being 
imposed in addition to restrictions on disclosure.1 The protection provided 
by disease-specific privacy legislation, therefore, was limited and piecemeal, 
and did little to recognise patients' rights to informational privacy.

For many medical records the greatest source of privacy protection 
continued to be doctors' general duty of confidentiality. This duty prevents 
doctors from using or disclosing confidential information obtained within 
the confines of the doctor-patient relationship for any purpose other than 
that for which it was provided. In theory, the duty of confidentiality should 
prevent medical information obtained for the purpose of treating a patient 
from being used for any secondary purpose without the patient's per­
mission. In practice, however, it did not always provide such a comprehen­
sive level of protection. This was caused in part by a tendency to interpret the 
obligation in accordance with the paternalistic approach to medicine that 
prevailed at the time, which often resulted in patients' rights or wishes taking 
second place to doctors' professional judgement.3 It was standard practice in 
most institutions to use medical records for a range of secondary purposes, 
such as audit, research and administrative activities, without consent -  either 
on the assumption that consent was not required (as the use posed little risk 
to patients) or that it could be implied from patients' actions. In any event, it 
was often very difficult for patients to monitor the way in which their 
medical records were used, as they did not usually have a right to verify

* The Data Protection Act 1984 Section 1 defines "data' as 'information recorded in a form in
which it can be processed by equipment operating automatically in response to instructions 
given for that purpose'.
** For example, in the UK, identifying information about a patient who is being treated for 
venereal disease may not be disclosed other than to a medical practitioner in connection with 
the patient's treatment or to prevent the spread of the disease (NHS (Venereal Disease) 
Regulations 1974 and NHS Trusts (Venereal Diseases) Directions 1991).
* In the UK, for example, there is a mandatory requirement for any practitioner who performs
an abortion to notify the Chief Medical Officer. The same legislation then goes on to restrict the 
extent to which the information contained in such a notice can be disclosed. (Abortion Act 
1967 Section 2 and Abortion Regulations 1991 Sections 4 and 5.)
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what had been recorded about them or how it had been disclosed; often, 
there was not even a record of the disclosures that had been made.*

This situation has changed substantially in the last decade. Information 
privacy is now recognised to a greater extent than ever before -  a develop­
ment principally led by international initiatives. Following the adoption of 
data protection agreements by the Council of Europe4 and the Organisation 
for Economic Co-operation and Development (OECD)5 in the 1980s, in 1995 
the European Community developed a new binding Directive setting out a 
number of data protection principles.6 The Directive required signatory 
countries to establish national legislation implementing its terms. In the UK, 
this was achieved by the enactment of the Data Protection Act 1998, which 
came into effect on 1 March 2000. As the Directive imposed restrictions on 
the transfer of personal data to countries that did not have equivalent data 
protection regimes, it also prompted change outside the EU.

Today, most European and other industrialised countries have estab­
lished, or are moving toward, comprehensive data protection legislation.7 
Although there are a number of differences, both minor and significant, 
between the specific legislation adopted in each country, the general 
approach tends to be quite similar. Most countries have established a single 
regime for protecting all types of personal data, whether financial, edu­
cational, social or otherwise, with only minor concessions given to the 
greater sensitivity of some types of data, such as that pertaining to health. 
The exception to this trend is the US, where medical information is protected 
by specific federal legislation.**

Since the 1995 EC Directive, further international agreements governing 
the privacy of health information have been signed.^ In the UK, however, the 
most significant restriction on the way information is collected and managed 
continues to be the Data Protection Act 1998 and the various policies and 
guidelines that seek to implement its terms.

* This is because medical records are usually considered to be the property of the health 
provider, not the patient. Under the common law, doctors are only required to grant patients 
access to their medical record if doing so is necessary to fulfil the doctor's duty to act in the 
patient's best interest (R v Mid Glamorgan Family Health Services Authority (1995) 1 All ER 
356).
** Health Insurance Portability and Accountability Act 1996. However, this legislation only 
applies to a limited number of entities that could potentially control health information, 
namely health plans, healthcare providers that electronically transmit healthcare information, 
and healthcare clearing houses. For information controlled by other types of organisations, 
the level of protection will depend upon the applicable state law.
* Under the 1997 Council of Europe's Convention on Human Rights and Biomedicine, for 
example, a new right 'not to be informed about health information' was included in the 
concept of 'respect for private life and the right to information'.
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What information is recorded about patients?
Medical records are an important and comprehensive source of information 
about all aspects of an individual's health. Traditionally, however, particu­
larly in primary care, medical records were relatively brief documents, used 
mainly to refresh the doctor's memory.8 Very detailed information was not 
required as doctors tended to be well-acquainted with patients and their 
families, often knowing more about their patients' medical histories than the 
patients themselves. In recent years, however, the nature of medical records 
has changed substantially.

First, there has been a significant increase in the amount and type of 
information included in medical records. Advances in medical knowledge 
and diagnostic techniques have enabled doctors to uncover much more 
information about individuals' health status, all of which must be docu­
mented. In some cases, these developments have made it possible for 
entirely new types of information, such as genetic data, to be collected. It 
has also become common practice for doctors to record more non-medical 
information about patients, such as lifestyle choices and family history, in 
response to the increasing evidence of the effects of such factors on health.

There has also been a change in the manner in which information is 
recorded, with greater emphasis being placed on more complete, detailed 
and consistent documentation. This largely is attributable to the increase in 
the number of people involved in the care of patients, both over their lifetime 
and during a single care episode, which has arisen from the increased 
specialisation of the medical profession, the delivery of care through medical 
teams, and the greater mobility of society.9 (Estimates in the US suggest that 
150 people will look at a patient's medical record during a stay in hospital.)10 
As a result, the primary role of medical records is no longer that of a memory 
aid, but a vital communication tool, needed to share detailed and varied 
information amongst a potentially wide range of health professionals. In 
addition, the increased risk of legal challenge brought about by the growing 
number of medical negligence claims has prompted doctors to document 
their findings and decisions more fully. For example, it is now standard 
practice for significant, negative, clinical results to be recorded explicitly, 
rather than to assume that they are negative by omission.

In addition to these changes there has also been an increase in the use of 
medical records for secondary purposes not directly connected with the 
provision of care.9 Doctors are now only one of the many groups of people 
with legitimate interests in accessing this important source of data. Iden­
tifiable patient information is used routinely for the purpose of clinical 
and financial audits, health service planning, resource management, 
authenticating health providers' payment claims and patients' health
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insurance claims, rehabilitation and social welfare programmes, and 
education and training. Information from medical records is also used 
extensively in epidemiological and health service research, and for the 
purpose of disease monitoring. With the rise in personal injury, child 
custody and other types of litigation, it has also become increasingly 
common for medical records to be accessed via compulsory court 
processes.11 Added to this is the growing number of new users of health 
information, such as medical and surgical suppliers and pharmaceutical and 
information technology companies.8

Although the protection of medical records may not be a new issue, 
therefore, changes in the health industry have altered its nature and 
importance.

Why protect the privacy of health information?
The primary reason for respecting the privacy of health information is to 
protect patients from the negative effects brought about by the loss of 
personal privacy. Medical records contain intimate and sensitive infor­
mation, which, if inappropriately used or shared, could embarrass or 
distress patients, and even cause them financial or other damage (see p. 23). 
Fearing the unwanted exposure of personal information, patients may also 
avoid medical treatment or withhold facts from their doctor, both of which 
could have serious health consequences.12

In many cases, however, using or disclosing medical information poses 
little, if any, risk to patients. Providing that basic security procedures are 
followed, such as anonymising identifiable data and storing data securely, 
the use of patients' information for research, audit or planning purposes is 
unlikely to cause them damage or distress, and may even provide some 
indirect benefit.13 This does not mean that providing this protection ceases to 
be important, as there are still persuasive moral and ethical arguments for 
respecting informational privacy.

It is claimed, for example, that there is a strong connection between 
protecting the privacy of personal information, and the concept of personal 
autonomy.9,12,14 Protecting privacy tends to increase individuals' confidence 
in their ability to control and manage the direction of their lives, a develop­
ment that sits well with the modem view of healthcare as being centred on 
the rights of the patient. Many patients place a high value on the privacy 
of their personal information, in particular that relating to health, with the 
right to control how it is used often considered as fundamental as the right to 
make decisions about their private behaviour. Giving patients control over 
their personal information demonstrates an understanding and respect for
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their status as an autonomous and free-thinking patient, which is likely to 
increase their satisfaction with the health system and their belief in its ability 
to provide a high quality service.

These arguments capture the emotional and human components of 
privacy and explain the importance of ensuring it is protected, but they do 
not address the more difficult issue of how this protection should be 
achieved.

How should health information be protected?
Numerous studies, reports and debates have investigated the best way of 
protecting patient information. From these, several basic principles have 
emerged. It is generally accepted, for example, that patients should be kept 
informed of, and given some control over, the way in which their infor­
mation is used, and that data should only be disclosed on a 'need to know' 
basis.15 Attempts to formulate the specific policies and rules needed to 
implement these principles, however, have revealed a significant divergence 
in views. Devising general principles (it seems) is much easier than agreeing 
on specific requirements.

This problem is well illustrated by the diversity of opinion concerning the 
circumstances in which individuals' rights to privacy should be overridden. 
Most people, be they patients, healthcare providers or policy makers, agree 
that there must be some limits on individuals' right to control the way their 
information is used. To maintain a safe and functional society, and to protect 
the well-being of those living within it, it is essential that certain groups are 
given access to some types of information, irrespective of patients' wishes. 
Apprehending and prosecuting criminals, providing emergency medical 
treatment and maintaining population disease registers are just three vital 
activities that would be jeopardised if access to information was always 
dependent upon individuals' agreement.

Accepting that there should be exceptions to the requirements of the Data 
Protection Act 1998, however, is not the same as agreeing upon the nature of 
those exceptions. Does the possibility of a medical breakthrough, for 
example, justify research being carried out on patient data without patients' 
permission? Would the situation be different depending upon the import­
ance of the condition being investigated and the researcher's confidence of 
finding a cure? Equally, does the need to prevent and detect crimes justify 
the disclosure of patients' information in all circumstances, or only in 
relation to particularly serious offences, in which case, how is 'seriousness' 
measured? No matter how necessary or important an exception may be,
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determining its exact nature and scope will always be a matter of some 
contention.

Differences of opinion have also arisen in relation to the programmes and 
policies needed to deal with other aspects of medical record privacy. There is 
much uncertainty, for example, as to the best way to inform patients of the 
way in which their information is used and to obtain their consent for this (see 
Chapter 3). There is also disagreement over the level of anonymity of data 
that is needed to protect patients' identities, and the control, if any, that 
patients should have over this type of information (see Chapter 10).

Much of the difficulty in obtaining consensus arises from the large number 
and variety of people who will be affected by the rules and policies that are 
ultimately implemented. Nearly everyone is involved in the health system as 
a patient, a professional, or both, and their experiences vary considerably. 
The different views of clinicians, researchers, medical bodies, privacy advocates 
and patient groups reflect their different interests in accessing (or preventing 
access to) information, and the way in which increased privacy will assist or 
hamper their aims. Even patients with different healthcare experiences have 
divergent views.16 More often than not, groups that seek extended rights to 
access personal information, such as administrators and researchers, do so 
for very worthy purposes, whereas those advocating increased privacy pro­
tection also have valid reasons or concerns.

To ensure that the rules can apply widely, the privacy requirements in 
many healthcare directives and guidelines have been drafted in fairly general 
terms. For example, the government's new plan for information-sharing 
in the public services promises to give citizens a choice over how their 
personal information is used, 'wherever possible'.17 Although this avoids 
controversy in the short term, and gives the government considerable 
flexibility when implementing the rules in the future, it does little to clarify 
the rules that will apply. Whether this provides an acceptable level of 
privacy protection depends entirely upon the government's interpretation 
of what is 'possible'.

The Data Protection Act 1998
The Data Protection Act 1998 regulates the collection, use and disclosure of 
information that relates to identifiable individuals (called 'personal data'). It 
does this by establishing eight privacy rules -  known as the 'data protection 
principles' -  with which anyone controlling personal data (called 'data 
controllers') must comply. Among other things, these principles provide
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that information must only be collected and used fairly, lawfully and for one 
of the purposes, or in compliance with one of the conditions, set out in 
the Act.* In practice, this often means that data controllers have to obtain 
individuals' consent if they wish to collect or use any data about them.

Data controllers are also required to give individuals basic information, at 
the time of collection, about who will use the data and the purpose or 
purposes for which it will be used.** They cannot subsequently use that data 
in any manner incompatible with those purposes (the second data protection 
principle). The Act also imposes restrictions on the amount of information 
collected (the third data protection principle) and the manner in which it is 
stored (the seventh data protection principle), and grants individuals certain 
rights in respect of their information, including the right to verify what 
has been recorded about them and how it has been used.f The data 
protection principles are considered in further detail in Box 1.1 and a 
flowchart summarising the main decisions to be made before using poten­
tially personal data is provided in Figure 1.1 (see page 10).

Box 1.1
Data Protection Act 1998: glossary and the data protection principles
The Data Protection Act 1998 requires all data controllers to comply
with the data protection principles when processing personal data.
Key terms used in the Act include:
• Data -  information recorded or stored, either electronically or in a

relevant filing system (a set of information about individuals that is
structured so that information about a particular individual is readily
accessible). This definition would cover much of the information
held by healthcare providers, including medical records, appoint­
ment books and staff files.

• Personal data -  data from which a living person can be identified. This
covers both data that identify a person (such as a medical record
containing a patient's name), as well as data that identify a person
when read in conjunction with other information which is likely to be
available to the person accessing it. The NHS Number is classified as
personal data, therefore, despite the fact that it does not reveal a
patient's identity, as the information needed to identify the patient
can be obtained relatively easily through the NHS Tracing Service.

* First data protection principle. The purposes and conditions are listed in the Data Protection
Act 1998, Sections 2 and 3.
**Data Protection Act 1998, paragraphs 2 and 3, Schedule 1, Part 2.
1 Data Protection Act 1998, Section 7.
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• Data controller -  the person or organisation that determines the 
purpose for which, or manner in which, personal data will be 
processed. There may be more than one data controller for a single 
item of personal data.

• Data subject -  the individual who is the subject of the personal data. A 
data subject must be a living person, but need not be a UK citizen.

• Processing -  collecting, recording, holding, altering, using, disclosing, 
transmitting, erasing or destroying data.

In a simplified form, the data protection principles require that personal
data:
1 are processed fairly and lawfully
2 are only processed for one or more specified and lawful purposes; 

data cannot be used or disclosed for any purpose incompatible with 
the specified purposes for which it was collected, without the per­
mission of the data subject

3 are adequate, relevant and not excessive for the purpose for which 
they are required

4 are accurate and up to date
5 are not kept any longer than is necessary for the purpose for which 

they are required
6 are processed in accordance with the rights of the data subject under 

the Data Protection Act 1998. These include: the right to access any 
personal data held about them; to prevent processing of data that is 
likely to cause them damage or distress; and to prevent processing for 
the purpose of direct marketing

7 are protected from unauthorised or unlawful processing or loss
8 are not transferred to countries outside the European Union that do 

not have adequate data protection laws.
For healthcare providers, the first and second of these principles will
usually be the most important. These are discussed in greater detail in
Chapter 3, see Box 3.1.

The Data Protection Act gives some concession to the private and intimate 
nature of health information by including it in a special class of personal 
data, known as sensitive data, to which more stringent conditions apply.* 
When collecting sensitive data, for example, data controllers must, in 
addition to the usual obligations, satisfy one of a number of extra conditions

* Data Protection Act 1998, Section 2.
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set out in the Act.* For the most part, however, the same privacy regime 
applies to all types of personal data.

The Data Protection Act has been criticised on a number of grounds.18 
Many commentators argue that it is inappropriate for dealing with the 
particular considerations relevant to health information, it having been 
written principally for the financial and commercial sectors. Relying on 
consent as the main means of controlling the use that can be made of personal 
information, it is suggested, is not the optimum method for addressing 
privacy concerns in the health sector, as patients often lack the knowledge, 
experience, understanding or confidence to determine how their health 
information should be used.19 A number of the requirements of the Act are 
also quite uncertain or ambiguous, making it difficult for healthcare pro­
viders and those advising them to implement appropriate privacy policies.20 
For example, while it is clear that anonymous data are not covered by the 
data protection requirements, the Data Protection Act 1998 does not clarify

Figure 1.1 (opposite): The 1998 Data Protection Act. The flowchart summarises the 
main decisions that need to be made before using or disclosing information. The 
issues are presented in a simplified form to provide a general overview of the topic. 
The flowchart is not intended to provide a full summary of, or a comprehensive 
guide to, the Data Protection Act. Key: 1 = see Chapter 10, in particular p. 132; 2 = the 
Caldicott Committee definition of an identifier, see Chapter 10, p. 131. Examples 
include names, addresses, telephone numbers, email addresses, date of birth, NHS 
numbers, local hospital codes, bank account details and employers' or family 
members' names or contact details; 3 = see Chapter 10, pp 132-4; 4 = see Chapter 3, 
p. 32. Consent can be express or implied, although for some activities or disclosures 
(such as those that are likely to be controversial or to affect patients directly) it may 
be better to obtain express consent (see Chapter 3, p. 33 and pp 36-8). The activity 
must also be covered by the scope of the consent (see Chapter 3, p. 34); 5 = relevant 
considerations include: the cost, time and effort required to contact each patient 
(affected by the numbers of patients and the age and currency of the records); the 
likelihood that contacting the patients wil be distressing for patients and their 
families; the likelihood that a significant number of patients may have died; 6 = see 4 
above; 7 = legislation that may allow or require the disclosure of identifiable health 
information includes the Abortion Act 1967, the Terrorism Act 2000 and the regu­
lations made under the Health and Social Care Act 2001 (Section 60), see Chapter 7, 
pp 95-6 and Chapter 8, pp 110-11. The disclosure of patient information may also be 
required under the terms of a witness summons or other court order (see Chapter 9, 
p. 117); 8 = see Chapter 8; 9 = it will be necessary to comply with additional 
requirements set out in other legislation or other relevant ethical guidelines. For 
example, in the case of research, ethics review board approval will be required.

* The additional conditions are contained in the Data Protection Act 1998, Schedule 3.
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what standard of anonymity needs to be met. Despite relying quite heavily 
on the concept of individual consent, it also fails to give any guidance about 
the type of consent required and how specific it should be.

Added to these concerns is the continuing controversy over the many 
exceptions and exemptions that enable data controllers and government 
bodies to avoid the data protection requirements. Although most of the 
exceptions actually contained in the Act only arise in relatively specific 
circumstances, more recent legislation has given the government additional 
powers to avoid the requirements of the Act.* Many people fear that despite 
the government's assurances to the contrary, this power will be used too 
extensively (see Chapter 7, p. 96).

In the healthcare sector, problems with compliance further challenge the 
effectiveness of the Data Protection Act 1998. Despite the Act having been in 
force for a number of years, the National Health Service (NHS) is yet to 
modify its practices to comply fully with the new requirements. According to 
the Information Commissioner, who oversees the administration of the Act, 
the NHS frequently breaches the legislation by using identifiable patient 
information without patients' knowledge or consent.15 This practice, it is 
suggested, results from an overriding belief within the NHS that the sharing 
of information benefits many, harms few and is essential for efficiency and 
expediency.15 This belief is reinforced by the low regard given to information 
management within the NHS, as well as a lack of informatics training in the 
health sector generally. The effect of this is a poor understanding of, and 
commitment to, the management of patient information.21

There is also some uncertainty under the Data Protection Act 1998 with 
regard to the ownership of personal data. Although the issue of data 
ownership is relatively straightforward where medical records are created 
and stored locally, the idea of a national electronic health record, which is 
part of the government's current proposals, makes this much more complex. 
If information is collected and entered into the system by patients' general 
practitioners, but is then stored at the primary care trust level, who is the 
relevant owner? Does ownership change as data are collated, aggregated 
and analysed? The Data Protection Act avoids this issue by imposing 
obligations on 'data controllers', being those who can determine the purpose 
and manner in which data are used, rather than 'data owners'. However, as a 
single piece of information can be controlled by a number of different data 
controllers, there is likely to be much confusion and conflict about privacy 
and data management responsibilities.

These problems show that, although the Data Protection Act is a key 
consideration in the issue of medical record privacy, it does not, on its own,

* Health and Social Care Act 2001, Section 60.
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provide a complete solution to the existing confusion and disagreement. Of 
equal importance is the way in which the courts and ethical bodies interpret 
the Act, the specific policies and plans that are developed to deal with the 
data protection requirements, and the extent to which these are implemented 
and enforced. A key component of this is the government's proposed 
changes to the NHS.

The government's proposal
As part of the government's plan to modernise the NHS, it has developed a 
new strategy, known as 'Information for Health', which deals with data 
protection and other information management issues within the NHS.21, 22 
The strategy, which runs from 1998 until 2005, aims to redesign the NHS 
around the patient.

Under the new plan, information is recognised as a vital factor in the 
delivery of healthcare, with the ability to provide quality patient care said to 
be dependent on 'the availability of good information, accessible when and 
where it is needed'. Without this, a health system is said to be 'at best 
inefficient and frustrating and at worst dangerous'.23 The plan therefore aims 
to improve the way the NHS uses data, and increase data-sharing both 
within the NHS and with other government organisations.

At the same time, the government also recognises the sensitivity of the 
information involved in healthcare. It therefore plans to achieve this 
increased data-sharing in a way that ensures privacy is enhanced, not 
derogated. Individual deliverables, such as introducing life-long electronic 
health records, establishing 24-hour online access to patients' records and 
providing seamless care through the sharing of information between general 
practitioners, hospitals and community care providers, must all be met 
without damaging patients' privacy expectations. It remains to be seen 
whether this will be achieved.



14 Medical records use and abuse

Summary
• Interest in protecting the privacy of personal data, including health

data, has increased in recent years.
• More information is collected about patients today than ever before.
• There is relatively high agreement on the general principles that

should govern the protection of medical data, but it is much harder to
agree on the specific rules and policies.

• The Data Protection Act 1998 is a key consideration but does not
provide a complete solution to the problem of medical record
privacy.
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